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Npynna komnanmnn «KABPUKOC» — cuctemMHbIn MHTErpaTop CrnekTpa peLeHnin u ycnyr B cpepe MHOPMaLMOHHbIX
TexXHosnornmn. NpnopuTeTHbIMM HanpaeBneHMssMU B paboTe KoMNaHUn ABNSAKTCA:

MHdpacTpyKTypHbIe pelueHus:

*  BbluncnurenbHas nHgpacTpykTypa

*  WNHdpacTpykTypa XpaHEeHN OaHHbIX

*  TenekoMMyHMKaLMOHHbIE peLLeHUs

YnpasneHune UT-uHcpacTpykTypomn

*  Buptyanusauyusa n obnayHble cepBuCHI

*  CucTtembl pe3epBHOro KONMpOBaHUSA U BOCCTAHOBNEHUS JaHHbIX
« KaractpogoycTton4mBoCTb

UHcopmaLmoHHas 6e3onacHoOCTb

*  AHTMBMpYCHas 3awimTa

* besonacHocTb ceTeBoro Tpaduka

* DLP-pelueHus

+ besonacHocTb BEG-NpUNOXEHNI

*  TecTupoBaHve Ha NPOHNKHOBEHMWE

Ycnyrun

*  WT-KoHCanTuHr
WUT-aytcopcuHr. Conp

oBoxaeHune UT-nHppacTpyKkTypsbl.

oA
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CHECK POINT

STARS

PARTNER

['pynna komnaHnm ABPUKOC - napTHép ypoBHA 2 3Be3Abl KOMMaHNN
Check Point Software Technologies Ltd kpynHenwero B Mmpe rnocraBLlMKa B
obnacTtn nHdpopmaumnoHHon 6e3onacHocTn. PeweHns Check Point 3awmwatoT
Kak MOBUNbHbIE YCTPOWUCTBA, TaK N CETU KPYMNHbIX OpraHn3auuin, npegoTepallas
Knbeparakm n obecneymBas 3awnTy ot BpegoHocHoro 0.

Obnagaem cneuuanundaumen SandBlast, B wutate komnaHum ecTb 0OyYEHHbIE
n ceptTudmumpoBaHHble UHXeHepbl No npoaykram SandBlast, SandBlast Agent
N TexHonorun Forensics.
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Symantec Says Antivirus Is Dead,
World Rolls Eyes

Is AV dead? No. Now it's just not the only weapon in your security arsenal.

. By Max Eddy May 7, 2014 11:55AM EST




WannaCry

« WannaCry — 3noBpea-LumgppoBanbLLnK

UTO CAYIHIOCH ¢ MOHM KOMIBIOTEpOM?

Baum saxsae paitms sanmibposass

[Msorse s saumox fokyMesrTos, dororpagusit simeo, 623 nammIx i ApyTIX daiinos Gommme
VIS, HOCKOTHKY Ot GeLmr B3NN, B8 JARAT MOHCKOM

crioc06a BoccTanoBAe1SR Baunex aflio, MO e TPATSTE CRoe BpeMA. HInTo e cuoxeT

[BoccTaosims paunt §aiims Ges Hamedt cyAGH ACUBIPPOBABIR

B eI \ 10110 11 BOCCTAHOBHTE (ail1b?

152017 16:21:24 [Kose=z0. M rapasupyess, 70 5t CMOAETe Ge3072CHO I JETKD BOCCTHOSHTS BCE CBOR
aiims. Ho v sac e Tax amoro spencint

Bu moweTe pacussbposars wexoTopue caow daiknu Secramso. TlonpoByie Kaxats
<Decrypt>.

[Fo ecrut 2t xoTure pacuziposars Bce Cooi $albas, Ba HYAHO 3AUATHTL

¥ sac ccmi Tomko 3 7R, wT0GM ompaBHTL MATEx:. Tlocne ITOr0 UCHa GYACT YABOCH:.
[Kpose Toro, eciut s e sanmamire 8 Tevenie 7 e, B He CMOKCTE BOCCTHONITY
$aitas wascerna

IRz 6y2yT GecnnaTiie MepOMPRATIR 1R MO 308aTENeM, KOTOPHIE HACTORKO Ge
U017 16:21:24 cro se MoryT sanmamims 22 6 Mecaes

Your files will be lost on

Kak Mue onaataTs?

Send $300 worth of bitcoin to this address:
bitcoin ;
oot [115p7UMMngoj1pMvkpHijcRAINX]SLLN

Contact Us
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https://steemit.com/shadowbrokers/@theshadowbrokers/lost-in-translation

Exploits

* EARLYSHOVEL RedHat 7.0 - 7.1 Sendmail 8.11.x exploit

* EBBISLAND (EBBSHAVE) root RCE via RPC XDR overflow in Solaris 6, 7, 8, 9 & 10 (possibly newer) both SPARC and x86.
* ECHOWRECKER remote Samba 3.0.x Linux explait.

* EASYBEE appears to be an MDaemon email server vulnerability

* EASYFUN EasyFun 2.2.0 Exploit for WDaemon / IS MDaemon/WorldClient pre 9.5.6

* EASYPIis an IBM Lotus Notes exploit that gets detected as Stuxnet

* EWOKFRENZY is an exploit for IBM Lotus Domino 6.5.4 & 7.0.2

* EXPLODINGCAN is an IIS 6.0 exploit that creates a remote backdoor

* ETERNALROMANCE is a SMB1 exploit over TCP port 445 which targets XP, 2003, Vista, 7, Windows 8, 2008, 2008 R2, and
gives SYSTEM privileges (MS17-010)

* EDUCATEDSCHOLAR is a SMB exploit (M509-050)
* EMERALDTHREAD is a SMB exploit for Windows XP and Server 2003 (MS10-061)
* EMPHASISMINE is a remote IMAP exploit for IBM Lotus Demino 6.6.4 to 8.5.2

* ENGLISHMANSDENTIST sets Outlook Exchange WebAccess rules to trigger executable code on the client’s side to send
an email to other users

* EPICHERQ 0-day explait (RCE) for Avaya Call Server

* ERRATICGOPHER is a SMBv1 exploit targeting Windows XP and Server 2003
* ETERNALSYNERGY is a SMBv3 remote code execution flaw for Windows 8 and Server 2012 SPO (MS17-010)
* ETERNALBLUE is a SMBv2 exploit for Windows 7 SP1 (MS17-010)

* ETERNALCHAMPION is a SMBv1 exploit

e ESKIMOROLL is a Kerberos exploit targeting 2000, 2003, 2008 and 2008 R2 domain controllers

e ESTEEMAUDIT is an RDP exploit and backdoor for Windows Server 2003

e ECLIPSEDWING is an RCE exploit for the Server service in Windows Server 2008 and later (MS08-067)
e ETRE is an exploit for IMail 8.10 to 8.22

s d \o STt s

Check Point

SOFTWARE TECHNOLOGIES LTD.




TexHornorum nHpopmMaLuMoHHOU 3aLLUTDI 9

- AHTU-Bupyc

— bnoknpyet hbannbl c U3BECTHLIMU
BUpycamu

SpbeKkmueHbI, HO
* |PS P

rnpomue
— AHanuaupyet Tpaduk n 0oKMpyeT ero
Ha OCHOB%yM3BgC1C'tI)-IbIX ma6noE|%B N3BECTHbIX
yepo3

- AHTU-BoT

— OBbHapyxnBaeT NoAo3pUTENbHbLIN
Tpapmk No obHOBNSIEMbIM LLIAOTOHaM

CUI'HATYPbI Bceraa OTCTAIOT, HUTO OEJIATb ?
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Mbl OBA3AHbI ABUTATbCHA
BIMNEPE BbICTPEE!
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Habnoaoaem:

* Peectp

« CeTeBble coeMHEHUS

- JlenctBua c hannamm

- JlenctBuA C npoueccamu

[ToBegeHue — BOT 4TO BblaaeT 3nospegHoe [10.




TexHonormnm Chek Point SandBlast Checginy

CPU-LEVEL PUSH- CONTEXT-
@ ° FORWARD AWARE
Humg_n Inltetraction Network Activity ® ® ® ®
Imulator Monitor A Dropped File
lcon Similarity Imaae ppea
@ ® FP Guard Sanita?tion " Emulation
UAC Monitor SMEP Detector Dee‘Scan ® DGA
. Virtual Network ® Generator Shem:ode
_ ® | ® Service Decoys Detector
o Evasion Detection .

®
Link Scanner

: Macro Analysis
Static Analyzer
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Threat Extraction: MrHOBEHHAas O4YNCTKA OOKYMEHTOB

IAMynsauna Bcerga TpedyeT BpeMeHu

* [loaTomy OONbLLIMHCTBO MNECOYHUL, KOHKYPEHTOB paboTaeT B
pexXxnme obHapyXXeHusa, a He NpeaoTBpaLLEHUS

«  OHM nponyckatoT 3roBpen B CETb, TEM BPEMEHEM
aHanNn3npytoT ero B OHOBOM peXnme
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SandBlast Threat Extraction Check Point
[loctaBka rapaHTupoBaHHO 6d3onacHbIX dannoB

MOCIHE

BpeaoHocHoe MO yaaneHo

AxTnBauuma spegoHocHoro MO

P

JOE SMITH
331 Main St Chicago, IL 60611 joe.smith@gmail.com 312-55-1212  #smith521

APPLICATION SECURITY SPECIALIST

CoORE COMPETENCIES: Application Security, Network Security, Mobile Security

SECONDARY COMPETENCIES: Computer Programming; Operating System Security, Wireless security;
Security Researching;

PROFESSIONAL EXPERIENCE

CryptoLocker Demo [ <]

Payment for private key

Your important files were encrypted on this computer: photos, vidoes,
documents, etc. You can verify this by click on see files and try to open
them.

Encryption was produced using unique public key RSA-8192 generated
for this computer. To decrypt files you need to obtain private key.

The single copy of the private key, which will allow you to decrypt the
files, is located on a secret server on the internet; the server will destroy
the key within 72 hours after encryption completed. After that, nobody
and never will be able to restore files.

yn. [lpoakTnBHas 3awumra.

i






@ AHanu3 pannos Ha paboueun craHUUNK

Check Point
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NS \
P9 ol SANDBLAST SERVICE
O6.1aKo MK NOKaNIbHO

dann oTcblnaeTcaA Ha be3onacHaa KonuA

o OpurmnHan
YCTPOUCTBO NN AOCTaBNAETCA
obnako SandBlast ¢ MIHOBEHHO e " L e
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o me [~
Hi John,

Please find attached my resume.

Best regards,
Alexander M.

W work-experience-
form.docx

16 KB
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File Edit View ‘Whdow Help
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UCL SPEECH AND LANGUA!
DIVISION OF PSYCHOLOGY A

Application for MSc S

Summary of relevant w
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MoBegeHYeCKU aHanNU3 U paccriefoBaHUNE gk For

SOFTWARE TECHNOLOGIES LTD.

cobmnpatoTca NOCTOAHHO
OT MHOTMX UCTOYHUKOB

1 ADAHHDbIE o cucreme

OTYET dpopmupyeTtcs NOAPOBHbIN otyer
aBTOMaTMYECKM MO 4 dopmMupyeTca Ha
2 cpabaTblBaHWIO TOKANIbHOTO -"0“556 SmartEvent
WAW BHELLHero Tpurrepa ( Files )

Cblpble AaHHble -
3 aHaIN3UPYHOTCA C MOMOLLbIO

CNNIOXHbIX a/ITOPUTMOB




AMNTI RANSOMWARE

KAK PABOTAE]T
ANTI-RANSOMWARE

I Check Proint

[NMOCTOAHHO NMOCJIE OETEKTA

AHAJTN3 OBHAPYXEHUE BPEMEHI-[bII?I KAPAHTUH BOCCTAHOBJIEHUE
NOBEOAEHUA WHWOPOBAHUA BEKAMN ®AMUINOB 3JN1IOBPEOA OAHHbIX

[MOCTOSAHHBIN OGHapyeHne  MocTosHHbI Gekan Briokuposka ABTOMAaTM4ECKO.
NOUCK NPU3HaKOB MaCcCOBOW N3MEHSAEMbIX 3noBpena, BCex ero ycTpaHeHune
noao3puUTeENbLHOMN MoandomnKkaumm dhainnos B [OYEPHUNX NocrneacTBUN U

aKTUBHOCTHU dannos 3aLUyLLEHHON NpoLeccos, BOCCTaHOBIEHNE

obnacTtu gucka paccrnenoBaHue 3alnpoBaHHbIX

aKTUBHOCTU doannos.
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Threat Emulation Threat Emulation
Threat Extraction Threat Extraction

NETWERK

Threat Emulation

Threat Emulation
Threat Extraction

Threat Extraction

Zero Phishing

Forensics

Anti-Ransomware

©2017 Check Point
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é BapuaHTbl pa3BepTbiBaHUs SandBlast

ObnayHasa aMyndauus JlokanbHas aMynauu4 Bce B ogHOM
LLinto3 + CepBuc SandBlast LLinto3 + yctporctBo SandBlast SandBlast cam aBnaeTcs LWO30M
SandBlast
ervice

YcTpoiictBo SandBlast ~ Yerpoiicteo SandBlast:
i * Inline

- Span/TAP
- MTA
 |CAP server

YctponcTteo SandBlast

MNMpocToe npaBuno: NGTX Heobxoaum Ha y3rne, oopabaTtbiBarowem Tpadpuk gna SandBlast

LLnto3 TpebyeT NGTX, 4Tobbl ncnonb3oBate SandBlast — npu ntobom cnocobe amynauum
B cny4ae ncnonb3oBaHus SandBlast 6e3 wnto3a, NGTX TpebyeTcs Ha caMo YCTPOMCTBO
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@ JlvueH3supoBaHue SandBlast Agent

Features
Deployment
Management

Threat Emulation w/ CPU-level
detection

Threat Extraction

Zero Phishing, Credential Protection
Anti-Ransomware, Incident Analysis
Anti-Bot

Automated Forensic Report
Antivirus

Full Disk Encryption, Media
Encryption

Firewall, VPN

SandBlast
Agent Complete
Endpoint Agent

SmartCenter

v

NN X X X

SandBlast Agent
NG AV

Endpoint Agent

SmartCenter

v

DD N N N NN

Check Point

SOFTWARE TECHNOLOGIES LTD.

Endpoint
Complete
Endpoint Agent

SmartCenter

v

v
v
v
v
v
v
v
v




|y

9 SBA Kak yacTtb Endpoint Complete
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Check Point

SOFTWARE TECHNOLOGIES LTD.

X

m Endpoint Security

€) Cnpasxa

A O6zop @ Baw KOMNbLIOTED COOTEETCTRYET NOANTUKE GE20MACHOCTH OpPraHW2aLMmn
CEPBMC bBnein Compliance
MPMMEHEHME BCEX NOMAMTHK, HET HADYIWEHMIA NPaBMn.

f:} O6HOEMTE Cefuac bneiig Anti-Malware
HalineHel 3apaseHHble ofbekTrl (14)

CooTBETCTBYET
TpeboBaHMAM

Bren,
Q, Mposepute cUcTeMy celdac

Bneig Media Encryption and Port Protection

& B,
YCTpolcTEa He ofHapYReHE

2 Omenrounts o1 VPN
Bneigw Firewall n Application Control

Brn,
HeCKoNeKo nporpart () 1 HecKonbKo NogknoYeHmE (45795) za...

¥ JononHuTensHo
Bneig Full Disk Encryption

! JawnbposaHD
SawnpoeaHo 1 ycTpoRcTEa.

Bneig Remote Access VPN

) MoaknkoYeHo
MogrniodeHo K emea-cp.checkpoint. com

Bneig Capsule Docs

n ¥CTaHoBNEHD
Bnefin Capsule Docs yOPaBNAETCA M3BHE

Bnein URL Filtering

. . Beikn.
MpUdHE oTKMOYEHMA Bnefina: OTHMKOYEHD NoONMTHKON KOHEY, ..

Bneiin Anti-Bot
192.168.181.137 BeneTCA MOHWTOPHHN
E&0.70 (80.70.0209)

Brn.
Check Point

Bneiin Forensics ‘ S ; d B l '~
Brn,

MpoaHaNMIMpoBaH 24 cny4ais i a n a St

E thr‘hpm r"_t bBneiq 3MynALMH Yrpos . (DAGENT

HalineHel 3apaseHHbe ofbekTel (2)
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Check Point CheckMe — akcnpecc npoBepka MHPOpMaLOHHON
oe3onacHocTun (http://www.cpcheckme.com/checkme/)

Cepsuc CheckMe nmutupyet pasnnyHble TUMbl atak, KoTopble MOryT
NOCTaBUTb NOA Yrpo3y Ball KOMMbIOTEP U MHJOpPMaLUIO O BaLLEWN CETH.
[1aHHbIN CepPBUC BKIOYAET B ceDHA CEPUI0 TECTOB, KOTOPAada NPOBEPSET Ball
KOMMbIOTEP U CETb HA YA3BUMOCTbL OT BbiMOraTeneun, uillinHra, atak Hynesoro
OHA, 00T ceTen, MHBbEKLUNIM Koda, UCMOb30BaHNS aHOHMMAaN3EePOB U YTEYKU

OaHHbIX.



http://www.cpcheckme.com/checkme/
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Network

More

CheckMe

ARE YOU PROTECTED?

CheckMe runs a series of simulations that test if your existing security
technologies can block standard and advanced attacks

Select Simulation Target(s]:

N

i ol

Endpoint Cloud
*Requires downloading & running an *Requires available infrastructure
executable with internet connectivity
More More
\/ 1 He po6oT

reCAPTCHA

KonuaeHUMENEHOCTE - YCIOBUA HCNONLIOBEHUA

¥ | have read and agreed to Check Point’s Terms and Co

CHECK SECURITY NOW

géV

. M) cHECK POINT

INFINITY

0

Mobile

*Requires app download

Check Point

SOFTWARE TECHNOLOGIES LTD.




Check Point

KAKUE YI'PO3bl MPOBEPAIOTCA?

CheckMe uMnTrpyeT pasnuyHble cLeHapumn, KoTopble MOrmnu Gbl CTaTb OTNPaBHOM TOYKOW AN CnedyrLmnX BEKTOPOB aTak:

« MO agnsa BbiMoratenbcTBa — 3TO0 BPe4OHOCHOE NporpamMmMHoe obecneveHune, Kotopoe LwmdpyeT dansbl
nonb3oBartenen n TpebyeT BbiKyn 3a UX pacLUNPOBKY.

* Kpaxa nu4yHbiX gaHHbIX/ PULLMHIOBbIE aTaKyU — NOXMLLEHME NIMYHON MHPOPMaLMKM UCNONb3ys NoaaenbHble BeO-
CaunTbl, KOTOPbIE BbIMSAAAT Kak HacTosiLme.

*  ATaKu HyneBOro AHSA — UCMOMb3YET ANIEMEHT HEOXNOAHHOCTU U UCMNOSMb3YET AbIpy B NPOrpaMmMHOM obecrneyeHunn,
KOTOpas HEM3BeCTHa pa3paboTymKy.

° BoTbl — BLINOSMHAOT 3JTOHaMepeHHbIE aTak, KOTOPbIE MO3BOJIAKOT 3JTOYMbILLJTEHHUKAM MOJTYHUTb NOSHbIN KOHTPOIb
Ha 3apaXeHHbIM KOMMNbTEPOM.

« Artaka Ha Gpay3ep — BHeLpeHMe BPeLOHOCHOro CKpunTta Ha Beb-canTbl, YTOObI YKpaCcTb COOKIeS XepTB C Lenbto
BblaaTb cebs 3a XepTsy.

*  AHOHUMHbLIN BeO6 ceppUHI — NO3BOSISIET NOSIb30BATENSIM CKPbIBaTb CBOK CETEBYIO aKTUBHOCTb. OH MOXET OTKPbIBaTb
OpeLwn B ceTn opraHn3auum.

* YTeuka gaHHbIX — nepefadva CeKpeTHoOU 1 KoHpuaeHumansHou NHgopmMaLum 3a npeaenbl CeTu opraHusaumm
NyTEM KpaXku UNu criy4aHoro BO34encTeus.
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CheckMe ' |nstant Security Assessment

-

- ’

9 potential threats were found during the CheckMe assessment

NETWORK ENDPOINT
Malware Infection
Command & Control Communication
Zero Day

Browser Exploit

0000

Ransomware

Persistent Malware

000000

Identity Theft

vV VvV WV WV V VvV VvV VvV

Anonymizer Usage

000

> Data Leakage

O Secure 0 Vulnerable

GET FULL REPORT

geM

CHECK PDINT

INFINITY

Check Point

SOFTWARE TECHNOLOGIES LTD.




Check Point

ChECk POlnt SeCUrlty CheCkUP S -

[MpocTon n 6ecnnatHbIM cnocob npoBepuTb 6esonacHocTb Bawen cetn. [Nony4ynTte NOMHOLEHHLIN OTYET,
pekoMeHadaunn no 3awunTe, a Takke apryMeHTMpoBaHHOe 060CHOBaHME HEODXOOMMOCTM 3aKyrKn CpeacTB
3almThI.

Bbl cmMoOXeTe npoBepuTb:

» [loceleHnmne pecypcon. Kakne pecypcbl nocewatoT Bawm nonb3osatenn (AHOHMMan3epbl, PULLIMHIOBLIE
CanTbl U T. A.)

* MVcnonb3oBaHue npunoxeHun. Kakme npunoxeHns ncnosnbadytoT (Torrent, nporpamMmbl yoaneHHOoro
ynpasnennda, VPN n 1.4.)

« 3arpy>keHHOCTb UHTEPHET-KaHanoB. Yem 3abuT MHTEPHET-KaHan
« [lpoBepka Ha BUpYCbl. HET N MHPULMPOBAHHBLIX KOMMBIOTEPOB B CETU

« 3arpyska BpegoHocHoro MO «Hynesoro gHs»

* YTeuka gaHHbIX. Upload B 065r1ako 13 KopnopaTnBHOM CETU
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IHemo-obopyaoBaHue

 LLnto3 6esonacHoctn Check Point moaenun 5200 Next Generation Appliance

7] 2 &1 Check Point

Eo i alalalalala]= [ RERS

« [lecoyHuua Check Point mogenu TE100X SandBlast Appliance
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HALLE KPEAO

NHanBmayanbHbIA NOAX0A K KQXKAOMY KNUEHTY. A npeanoXeHust no
BHEAPEHUIO U CONPOBOXAEHMIO BU3HEC-pELLEeHNIA BCeraa COOTBETCTBYIOT

TpeboBaHusim Bawero 6usHeca.

Cepeeu 50p66u1<06
TexHu4YecKul OupeKkmop
sh@abrikos-group.ru




